Diploma Programme
Programme du diplome

Programa del Diploma

© International Baccalaureate Organization 2025

All rights reserved. No part of this product may be reproduced in any form or by any
electronic or mechanical means, including information storage and retrieval systems,
without the prior written permission from the IB. Additionally, the license tied with this
product prohibits use of any selected files or extracts from this product. Use by third
parties, including but not limited to publishers, private teachers, tutoring or study services,
preparatory schools, vendors operating curriculum mapping services or teacher resource
digital platforms and app developers, whether fee-covered or not, is prohibited and is a
criminal offense.

More information on how to request written permission in the form of a license can be
obtained from https://ibo.org/become-an-ib-school/ib-publishing/licensing/applying-for-a-
license/.

© Organisation du Baccalauréat International 2025

Tous droits réservés. Aucune partie de ce produit ne peut étre reproduite sous quelque
forme ni par quelque moyen que ce soit, électronique ou mécanique, y compris des
systemes de stockage et de récupération d’informations, sans [l'autorisation écrite
préalable de I'IB. De plus, la licence associée a ce produit interdit toute utilisation de tout
fichier ou extrait sélectionné dans ce produit. L’utilisation par des tiers, y compris, sans
toutefois s’y limiter, des éditeurs, des professeurs particuliers, des services de tutorat ou
d’aide aux études, des établissements de préparation a I'enseignement supérieur, des
fournisseurs de services de planification des programmes d’études, des gestionnaires de
plateformes pédagogiques en ligne, et des développeurs d’applications, moyennant
paiement ou non, est interdite et constitue une infraction pénale.

Pour plus d’informations sur la procédure a suivre pour obtenir une autorisation écrite
sous la forme d’une licence, rendez-vous a I'adresse https://ibo.org/become-an-ib-school/
ib-publishing/licensing/applying-for-a-license/.

© Organizacion del Bachillerato Internacional, 2025

Todos los derechos reservados. No se podra reproducir ninguna parte de este producto
de ninguna forma ni por ningin medio electrénico o mecanico, incluidos los sistemas de
almacenamiento y recuperacion de informacién, sin la previa autorizacion por escrito del
IB. Ademas, la licencia vinculada a este producto prohibe el uso de todo archivo o
fragmento seleccionado de este producto. El uso por parte de terceros —lo que incluye,
a titulo enunciativo, editoriales, profesores particulares, servicios de apoyo académico o
ayuda para el estudio, colegios preparatorios, desarrolladores de aplicaciones y
entidades que presten servicios de planificacién curricular u ofrezcan recursos para
docentes mediante plataformas digitales—, ya sea incluido en tasas o no, esta prohibido
y constituye un delito.

En este enlace encontrara mas informacién sobre cémo solicitar una autorizacién por
escrito en forma de licencia: https://ibo.org/become-an-ib-school/ib-publishing/licensing/
applying-for-a-license/.

International Baccalaureate”
Baccalauréat International
Bachillerato Imtemacional




Diploma Programme
Programme du dipléme

Programa del Diploma

Digital society
Standard level
Paper 1

11 November 2025

Zone A afternoon | Zone B afternoon | Zone C afternoon

1 hour 30 minutes

Instructions to candidates

* Do not open this examination paper until instructed to do so.
* Answer two questions.
* The maximum mark for this examination paper is [40 marks].
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Answer two questions. Each question is worth [20 marks].
1. Virtual reality (VR) history tours used by universities

The History Faculty at Cuzco University in Peru has partnered with EJC Technologies to
develop a series of virtual reality (VR) tours to support the university’s history course.

These tours, such as a VR tour of Machu Picchu, enable students to visit locations of
historical importance without leaving the university building (see Figure 1).

Figure 1: An image of Machu Picchu from the VR history tour

The VR history tours are an example of digitization.

Rafael Quintero, the Head of the History Faculty, believes the use of VR technology can

significantly enrich teaching and learning and is the future of education. “Imagine being able

to visit ancient civilizations all around the world and feel like you're there,” he said.

(@) (i) Identify two characteristics of virtual reality (VR). [2]
(i) Describe one difference between virtual reality (VR) and augmented reality (AR). 2]

(iii)  Outline why a virtual reality (VR) history tour is an example of digitization. [2]

(b) (i) Explain two ways in which the use of virtual reality (VR) could help with the
preservation of sites like Machu Picchu. [4]

(i)  Explain one technical concern that would be faced by EJC Technologies when
creating the virtual reality (VR) history tour of Machu Picchu. [2]

(c) To what extent can the use of virtual reality (VR) improve teaching and learning at
Cuzco University? [8]

Turn over
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2. Voice authentication and deepfakes

Banco de Cali, an online bank in Colombia, has reported a new form of scamming* in which

artificial intelligence (Al) is used to clone someone’s voice and access their bank account
(see Figure 2).

Figure 2: An example of gaining unauthorized access to a bank account

The scammers use social engineering to obtain information from existing bank customers
that will allow them to answer the bank’s security questions. This, together with the deepfake
of a customer’s voice, allows them to gain access to the customer’s accounts.

To reduce the likelihood of scammers gaining unauthorized access to customers’ accounts at
Banco de Cali, the Vice President of Operations, Mario Rodriguez, has led a team to update
the bank’s policies for the collection, storage, and sharing of customers’ data.

*

scamming: attempting to deceive or defraud a person or group

(This question continues on the following page)
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(Question 2 continued)

(@) (i) Identify two types of artificial intelligence (Al). [2]
(i)  Describe the difference between the identification of a customer and the

authentication of a customer at Banco de Cali. [2]

(i) Identify two characteristics of a deepfake. [2]

(b) (i) Explain one reason why it is important for Banco de Cali to have an appropriate
policy for the collection of its customers’ data. [2]

(i)  Explain one reason why it is important for Banco de Cali to have an appropriate
policy for the storage of its customers’ data. [2]

(i)  Explain one reason why it is important for Banco de Cali to have an appropriate
policy for the sharing of its customers’ data. [2]

(c) Discuss the advantages and disadvantages of customers of Banco de Cali using voice
identification to authenticate themselves. [8]

Turn over
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3. HoundBot

Madrid’s police force has introduced a robot police dog called HoundBot to collect
information from crime scenes (see Figure 3).

Figure 3: HoundBot

Amanda Aguiar, the Chief of Police in Madrid, explained that HoundBot will be used to collect
evidence using sensors and cameras to create a three-dimensional (3D) image of the crime
scene (see Figure 4).

Figure 4: A 3D image of a crime scene
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(This question continues on the following page)
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(Question 3 continued)

(@)

(c)

(i) Identify two characteristics of a robot.
(i)  Outline one benefit of HoundBot creating a 3D image of a crime scene.

(i)  Outline one disadvantage of using the 3D image of a crime scene created
by HoundBot.

(i)  Explain one advantage of using supervised learning to train HoundBot.

(i)  Explain one way in which bias could be introduced by the
artificial intelligence (Al) algorithms used to analyse crime scenes.

(i)  Explain one reason why the use of a small set of training data may lead to
inaccurate predictions in crime scene analysis.

To what extent should the police rely on the evidence collected by autonomous robots
such as HoundBot?

(2]
(2]

[2]
[2]

(2]

(2]

[8]
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4. Efficiently delivering products

ValVal is a delivery company that is used by online retailers that are part of the gig economy.
Valerio, the Chief Executive Officer (CEQO), has found that a significant increase in online
shopping has led to the need for many new delivery drivers.

ValVal is planning to introduce a digital route optimization system® in early 2026
(see Figure 5). The route optimization system uses data from traffic models of the city
and route-finding algorithms.

Figure 5: A route optimization system on a mobile phone (cell phone)

While the new delivery drivers have welcomed the introduction of a digital route optimization
system, some experienced drivers would prefer to use the knowledge they have acquired
over many years.

* route-optimization systems: the process of determining the most cost-effective route
for the delivery drivers

(This question continues on the following page)



-9- 8825-5105

(Question 4 continued)

(@) (i) Identify two characteristics of the gig economy. [2]
(i)  Identify two variables that could be included in the route optimization system. [2]
(iii)  Identify two characteristics of an algorithm. [2]
(b) (i) Explain two advantages for a customer of purchasing goods online. [4]
(i)  Explain one disadvantage for a customer of purchasing goods online. [2]

(c) Discuss the advantages and disadvantages of ValVal using route-finding algorithms for
its deliveries. [8]

Companies, products, or individuals named in the stimulus are fictitious and any similarities with actual
entities are purely coincidental.
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